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Abstract

Existing clock synchronization algorithms assume a
bounded clock reading error. This, in turn, results in an
inflexible design that typically requires node crashes when-
ever the given bound might be violated. We propose a novel,
adaptive internal clock synchronization algorithm which al-
lows to compute the deviation between the clocks during
runtime. The computed deviation can be propagated to the
application layer to allow it to adapt its behavior accord-
ing to the current clock deviation. The contributions of this
paper are: (1) a new specification of a relaxed clock syn-
chronization problem, and (2) a new clock synchronization
algorithm with a novel approach to dealing with crash fail-
ures.

Keywords: internal clock synchronization, real-time,
timed asynchronous systems, distributed systems

1 Introduction and Related Work

A distributed system is composed of a set of processes
communicating via messages. The processes do not have
access to a global clock. A large number of distributed al-
gorithms [17] and systems [15, 13] rely, however, on syn-
chronized clocks that provide the same view of time for all
processes. An algorithm that ensures a common view of
time is called a clock synchronization algorithm.

Synchronizing clocks is difficult, and in some systems,
even impossible. First of all, various message transmis-
sion delays prevent a perfect and instantaneous view of the
clocks of other processes in the system. Moreover, even if
all clocks were to be initially perfectly synchronized, i.e.,
the values of all clocks would be identical, they would, with
time, drift away from each other due to the clocks’ oscilla-
tors having slightly different frequencies than the ones spec-
ified by the clock manufacturer. Oscillator frequencies not
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only differ from nominal values, but they also fluctuate with
time due to the external conditions such as temperature or
aging. Finally, message omissions and process crashes con-
tribute to the difficulty of the clock synchronization prob-
lem.

A common view of time in a distributed system is
achieved by synchronizing clocks with a clock synchroniza-
tion algorithm. Clocks can be synchronized with respect
to an external time source [3, 2] (external clock synchro-
nization), with respect to each other [23, 7] (internal clock
synchronization) or both [9, 21]. Moreover, clock synchro-
nization algorithm can be either deterministic [6, 16], i.e.,
assuming an upper bound on message transmission delays
and thus maximum difference between any two clock values
(precision), or probabilistic [3], where no such assumption
is being made.

Internal clock synchronization bounds the deviation of
the software clocks of the correct processes in a sys-
tem [23, 24] by an a priori known value A, called preci-
sion. Such a bound cannot be guaranteed in asynchronous
distributed systems which are characterized by having no a
priori known maximum message transmission delay. In this
paper, we propose a new adaptive internal clock synchro-
nization specification based on the fail-aware approach to
construction of hard real-time applications [12]. The goal
of the adaptive clock synchronization is (1) to minimize the
deviation between the clocks of the correct processes, and
(2) to provide a local bound that indicates how well the lo-
cal clock is currently synchronized. This maximum clock
synchronization error £, is computed locally by each non-
crashed process p during runtime. It states an upper bound
on the current deviation between the value of the clock of
the local process and the value of some abstract (and un-
known) clock in the system: if two clocks are F), and £,
apart from this abstract clock, they know that they are at
most F,, + E, apart from each other. In a first approxi-
mation, adaptive clock synchronization is similar to exter-
nal clock synchronization where the abstract clock takes the
role of the external clock. However, the value of the abstract



clock is a function (which is in this paper the midpoint) of
all clock values.

To explain the usage of adaptive clock synchronization,
consider that a process p is assigned a time slot [S,T] in
which it can exclusively access some resource R, e.g., a
broadcast network. The two time stamps S and 71" are de-
fined with respect to the abstract clock. We must make sure
that process p is not accessing R outside its time slot, i.e.,
before S or after 7. We can use the dynamically calculated
error ¥, to ensure this requirement even if p’s clock is not
synchronized within an a priori known constant: p must not
use R before p’s local time S + E), and not after local time
T - E,.

Our specification of adaptive clock synchronization does
not guarantee that a system will obtain an a priori speci-
fied synchronization precision. However, in most systems
one will achieve a sufficiently small clock deviation for
most of the time. The advantage of the new specification
is that, unlike other approaches like [23, 7, 18], we do not
require a bound on the maximum number of crashed pro-
cesses nor do we need to assume a bound on the maxi-
mum initial clock deviation. Also, unlike other determinis-
tic approaches [7, 6], we do not require an upper bound on
message transmission delays. In particular, adaptive clock
synchronization can be implemented in systems with omis-
sion, performance and crash failures like the Timed Asyn-
chronous Distributed System Model [5].

Crash failures of process can increase the deviation of
clocks. In this paper, we also propose a new method for
extending the validity of the remote clock readings beyond
a single synchronization interval. The new method, called
clock readings extrapolation, allows for masking of tran-
sient process performance failures and message omissions.
This permits us to deal with crash failures of processes in a
graceful manner.

2 System Model

We implement the adaptive clock synchronization algo-
rithm in a system based on the Timed Asynchronous Dis-
tributed System Model (TADSM) [5]. The TADSM is suf-
ficiently weak to represent dependable distributed systems
and sufficiently strong to facilitate the building of adaptive
real-time systems.

2.1 Processes and Hardware Clocks

We assume that a system consists of a set N =
{p1,...,pn} of timed processes, i.e., there exists a time in-
terval o within which every correct process is supposed to
answer a request sent to it. However, there are no guarantees
that a request is indeed being processed in the given time
period. We assume processes have crash-stop/performance

failure semantics. A process might not respond within o
seconds because it is either slow (overloaded) or it has
crashed. We transform value (Byzantine) failures caused
by wrong executions into crash failures using the Software
Encoded Processing [22] approach developed in our group.

Interprocess communication is performed using an unre-
liable transport protocol with omission/performance failure
semantics. Messages sent between processes are supposed
to be delivered within § seconds. However, they might
be delayed, delivered out of order or might get dropped.
Specifically, there exists no upper bound on the frequency of
communication and process failures. Every process p € N
has access to a local hardware clock, where the value H,(t)
denotes the content of the local hardware clock of process
p at real-time t. Hardware clocks have a drift rate that is
bounded by an a priori known constant p:

VpenVt:  |pp(t)] < p ey
where pj,(t) is the drift rate of the hardware clock of a pro-
cess p at real-time t. For commercial, off-the-shelf (COTS)
components the value of p usually stays within the range
of [1ppm; 100ppm] [14]. A hardware clock is said to be
correct if it stays within the linear envelope of the real-time:

(t—s)(1—p) < Hp(t) — Hy(s) < (t = s)(1+p) ()

where [s,t] is an arbitrary real-time interval. We as-
sume hardware clocks expose crash-stop failure semantics.
Specifically, we use an approach presented in [10] to con-
vert non-maskable, arbitrary hardware clock failures into
crash-stop failures.

2.2 Clock Synchronization

The clock synchronization algorithm proposed in this pa-
per is an instance of a generic clock synchronization algo-
rithm used throughout the literature [23, 18, 1]. In order to
synchronize the clocks of all processes, the clock synchro-
nization algorithm is executed periodically by every process
p € N. A single period of the clock synchronization algo-
rithm is called a synchronization interval and has a fixed
length of P seconds. During a single synchronization inter-
val, the clock synchronization algorithm performs two basic
steps: (1) it estimates the values of remote clocks using re-
mote clock reading (see Section 2.4), and (2) it calculates
and applies a clock adjustment value to the local hardware
clock so that the values of the clocks converge.

During each synchronization interval, process p exe-
cuting the clock synchronization algorithm (see Listing 1)
reads the clocks of all processes. Every remote clock read-
ing is stored along with accompanying remote clock read-
ing error in the c1k [] and err [] variables, respectively.
Subsequently, process p calculates a local adjustment value



1 ClockVal Ap,; // current adjustment
2 ClockVal T; // end of current round

4 void init() {

5 (Ap,T) = initialAdjustment ();
6 // every P starting at T

7 schedule (synchronizer, P, T);
8

}

10 void synchronizer () {
1 // N — number of processes

12 ClockVal clk[N],

13 ClockVal err[N];

14 // remote clock reading

15 readClocks (clk, err);

16 // adjustment for the next round
17 Ap = adjust(A,, T, clk, err);

18 // set T to next round

19 T=T+ P;

20}

Listing 1. Gerneric internal clock synchronization
algorithm

A, which is to be applied to the local hardware clock dur-
ing the next synchronization interval. The behavior of the
hardware clock is thus determined by the discrete adjust ()
function. We follow the definition in [4, 7] and define the
adjust () function as:

adjust(A,, T, clk,err) = A, + cfn(clk,err) — T (3)

where cfn(clk, err) represents a convergence function. We
define D, to be the change of the adjustment value A4,, i.e.,
D,, = cfn(clk, err) — T A convergence function is applied
to the data provided by the remote clock reading. It calcu-
lates a local view of the point in time to which all processes
should converge. We discuss convergence functions in more
detail in Sections 3 and 4.

2.3 Software Clocks

The discrete local clock adjustment value A, which is
calculated by process p based on the results of the remote
clock readings is not applied directly to the local hardware
clock. Instead, software clocks are used. Formally, we de-
fine a software clock of a given process p as a function trans-
forming local hardware clock time Hy,(¢) of this process to
a software clock time S, (t):

Sp(t) = Hp(t) + ap(1) )

where a,,(¢) is a function of real-time, based on the discrete
local clock adjustment value A, calculated by the clock
synchronization algorithm of the process p.

In the following, we define a, () as a continuous func-
tion of real time and derive it by spreading the local discrete
adjustment value D), across the whole next synchronization
interval of length P. This is achieved by changing the speed
®,, of the local software clock .S, of the process p during the
next synchronization interval:

min (%, k) if D, >0

Py = ®)
P max (%, —k:p) otherwise
where £ is a small constant chosen to satisfy:
kp > 2p+p° (6)
kp < 1 (7

as it has been defined in [19]. The presence of the kp term
in Equation 5 might not allow us to reach the target local
adjustment value A, for the software clock at the end of
the next synchronization interval. However, it bounds the
maximum drift of a software clock and prevents trivial im-
plementations, i.e., setting all clocks to zero.

The calculated software clock speed ®,, can be used to
express the software clock adjustment value a,(t) (and thus
the value of the software clock S,(t) of the process p) for
the next synchronization interval:

ap(t) = ap + (Hy(t) — Hp) - @ (3

where a,, is an adjustment value at the end of current syn-
chronization interval, Hy,(t) is the current value of the p’s
hardware clock and H,, is the value of the hardware clock
of the process p at the beginning of the synchronization in-
terval within which a,,(¢) is valid:

H, < Hy(t) < H, + P )

The above defined a,(t) allows us to construct a contin-
uous and monotonic software clock S, () (see Equation 4).

2.4 Remote Clock Reading

In order to calculate the local discrete adjustment value
A, (see Equation 3), process p has to obtain the values of
the remote clocks with accompanying remote clock reading
errors — clk [] and err [ ], respectively. This is achieved
by the remote clock reading method. The remote clock
reading is based on the approach presented in [11, 14] —
due to space constraints, we need to refer the reader to the
aforementioned papers for more details.

3 Problem Statement

Ideally, we would like that all clocks are perfectly syn-
chronized, i.e., at any point in real-time ¢, the value of the



local software clock S, (t) of the process p is the same as
the value of any other process ¢:

Vpgen t Sp(t) = S¢(t) (10)
However, because of the varying drift rates of hard-
ware clocks and the inability to obtain a perfect view of
the local hardware clocks of other processes (see Sec-
tions 2.1 and 2.4), it is not possible to assume that software
clocks will maintain the above property. The requirement
of adaptive clock synchronization is (a) to minimize the
difference between the software clocks of the correct pro-
cesses and (b) to bound it by the local maximum clock syn-
chronization errors:

VpaenVe i [Sp(t) = Sy(1)| < Ep(t) + Eq(t) (1)
The maximum local clock synchronization error E,(t) is
computed locally, during runtime by every correct process
p € N. The goal of the clock synchronization algorithm,
i.e., the minimization of the value of E,(t). We define a
simple metric that defines the quality of an adaptive clock
synchronization algorithm A:

Q(A) =

= max
V¢,Vpen:p —crashed(t)

{Ep(t)} (12)

This metric permits us to compare two adaptive clock syn-
chronization algorithms and in particular, trivial algorithms
that set £,(t) = oo are assigned a bad quality.

An adaptive clock synchronization algorithm is based on
a convergence function which determines the local discrete
clock adjustment value A, and in this way adjusts the value
of the local software clock S, (t) (see Equations 3 and 4).
A convergence function cfn() computes the midpoint of the
interval I;) containing the values of the remote clock read-
ings (c1lk[]) performed by the process p during the ith
synchronization interval. We define a midpoint mid ([, y])
of an interval [z, y] as:

. T+
mid ([z,y]) = 5 Y (13)
The convergence function cfn() is thus given by:
cfn () = mid ([L},U}]) (14)

where L; and U;; are lower and upper bound on the remote
clock reading values (c1k [] — see Listing 1) obtained by
the process p in the ith synchronization interval.

We define the maximum local clock synchronization er-
ror E,(T) as the function of the software clock time T" to be
the difference between the midpoint of all correct clocks in
the system and the value of the local software clock S, (%).
Formally, we state:

Ep(T) = |Cp(T' p) — ci()] + &(T) (15)

where &,(T) is the error on the calculation of the midpoint
value cfn(). Intuitively, if we were able to read all remote
clocks at the same instance of time with a reading error
equal zero, the calculated midpoint value cfn() would be
precise. However, due to the clock drift rates and the clock
reading errors, the calculated midpoint value needs to be
bounded by an error £,(T"). We define the midpoint calcu-
lation error as:

&,(T) = max {cfn() — M, (T), M ,(T) - cfn()} (16)

where MP(T) and M »(T') are the lower and upper bounds
on the possible midpoint values obtained based on the re-
mote clock readings (C..(T, p)) and remote clock reading
errors (e, (T, p)):

My(1) = mid ([ T,(1),U,(1)])
M, (T) = mid([f’p(T),U’p(T)D (18)

The values of the interval boundaries fp (1), UP(T),
T ,(T) and U ,(T) are defined separately for each conver-
gence function in Section 4.

The maximum local clock synchronization error is a
measure of synchronization of a single process with respect
to the midpoint of the correct processes in the system. In
the introduction, we view this midpoint as an abstract clock
to which all processes try to synchronize to; very much like
in external clock synchronization.

4 Convergence Functions

In this section, we present two convergence functions
cfnyo() and cfnyq() derived from the Differential Fault-
Tolerant Midpoint Function [7]. The convergence functions
are represented by the definitions of the lower and upper
bounds on the remote clock reading values (L}, U — see
Equation 14).

The first convergence function, cfny (), is build upon
the one presented in [23], except we do not remove any
of the remote clock readings from the set upon which the
cfnyg() is evaluated (which is only required when consid-
ering arbitrary failures). We show that the maximum lo-
cal synchronization error (see Equation 15) and the extrap-
olation of the clock readings (see Section 5) allow us to
preserve the fault-tolerant properties without bounding the
maximum number of failed processes. Moreover, we use
the fail-aware membership protocol [8] to eventually ex-
clude crashed processes. The cfny () is therefore calcu-
lated by a process p as:

Lyyvo = min{Ci(T,p)} (19)

Upvo = max{Ci(T,p)} (20)



The bounds (M »(T) and M »(T')) on the possible midpoint
values are defined by (see Equations 17 and 18):

Ly(T) = min{Cy(T,p) & (T.p)}
Uy(T) = max{C.(T.p) ~&(T,p)}
Ly(T) = min{C.(T.p)+&(T,p)}
Up(T) = max{Ci(T.p)+e(T.p)}

The second convergence function ¢fny1() is based on
the approach presented in [4]. One goal of [4] was to deal
with process crash failures during resynchronization. The
idea was to extend the interval (which contains the correct
value of a remote clock) computed by remote clock read-
ing method such that one can handle a bounded number of
omission and crash failures: even if a process cannot read
all clocks, the interval extension makes sure that the inter-
vals of non-crashed processes are sufficiently close to each
other and hence, clocks stay in sync. We discuss cfny ()
to compare it with our new method to deal with crash and
omission failures.

We need to modify the convergence function of [4] be-
cause (1) we do not need to handle arbitrary failures, and (2)
we permit arbitrary high clock reading failures. The interval
extension is defined with the help of term X (T, p):

iy [ A—ci(Top) i ei(T,p) <A
X:(T,p) = { el (T, p) otherwise

where A is the “target” for the remote clock reading error,
i.e., the system tries to keep the clock reading error below
this value.

The lower and upper bound on the remote clock reading
values calculated by a process p are thus given by:

21

Ly = min{CiT.p) - X}T.p)} (22
v = max{Ci(T.p)+ X[(T.p)}  (23)

The bounds (M »(T) and M »(T')) on the possible mid-
point values are defined by (see Equations 17 and 18):

Ly(T) = min{Cy(T,p) —max{A,e.(T,p)}}
Tp(T) = max{C,(T,p) —max{A,e(T,p)}}
L,(T) = min{C(T,p) +max {A,e(T.p)}}
Uy(T) = max{C(T.p) + max {A,e(T,p)}}

5 Clock Readings Extrapolation

The remote clock readings for convergence functions
cfnyg () and cfnyq () are only valid during the current syn-
chronization interval. During round ¢ + 1, all clocks have

to be reread. A problem we need to address is the crash of
a process p: the membership protocol might not remove p
before the next clock synchronization round. Hence, the re-
maining processes will not be able to read p’s clock. Even
worse, some process g might be able to read p’s clock just
before p crashed while another process r» might not be able
to read p’s clock anymore. Hence, processes p and ¢q cannot
just ignore clocks that they cannot read because otherwise
they would disagree of the midpoint of the clocks.

Therefore, we propose a new way to extrapolate remote
clock reading methods to be able to deal with crashed clocks
(not yet removed by the membership protocol) and also ex-
cessive reading errors because of performance and omission
failures. We extrapolate remote clock readings from round
7 to round ¢ + 1 and we use this extrapolation to improve the
values obtained via remote clock reading.

Specifically, let us assume that process p has access to
the clock reading value C} (T, p) as well as the reading er-
ror value ! (T, p) of the process ¢ from the previous, ith
synchronization round (see Figure 1). In the current syn-
chronization round ¢ + 1, following the round i, process
p reads the clock of the process ¢ using the remote clock
reading (see Section 2.4). Knowing that the synchroniza-
tion round ¢ + 1 is executed P seconds after synchroniza-
tion round ¢ we denote the so obtained clock reading value
and clock reading error as: Cy(T + P, p) and £,(T + P, p),
respectively. For the same synchronization round 7 + 1 we
extrapolate the values from the round i. The extrapolation
result for clock reading value and clock reading error is thus
given by CF(T'+ P, p) and e (T + P, p), respectively, and
is the function of the reading from the previous round :

CHT+Pp) = Cj(T,p)+P (24)
el(T+Pp) = el(T,p)+ (k+2)pP (25)

q
In the above equation we shift the clock reading by P (the
length of the synchronization round) seconds and simulta-
neously we increase the clock reading error so as to accom-
modate the maximum distance ((k+2)pP) a software clock
and a hardware clock can drift apart during the duration of
the synchronization round.

The last step of the extrapolation method is the calcula-
tion of the intersection of the two readings: the remote clock
reading: Cy(T + P, p) and ,(T + P, p) with the extrap-
olated reading from previous, ith, synchronization round:
CE(T + P,p) and eE(T + P,p). The intuition behind
the intersection is that since both methods guarantee cor-
rect bounds on the clock reading values and the error of the
clock readings, we can assume that their intersection sat-
isfies this property as well. More formally, we define the
clock reading intersection C}(T' + P,p) and error of the
clock reading intersection e/ (T + P, p) for the reading of
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Figure 1. Extrapolation of the clock readings

the clock of the process ¢ by the process p as:

CHT + P,p) =
mid ([LY(T + P,p), U(T + P,p)]) ~ (26)
UNT + P,p) — LI(T + P.p)

5 @7

where L(T + P,p) and Ul (T + P,p) are the lower and
upper bound on the intersection interval for the synchro-
nization round ¢ + 1:

I
LT+ P,p) =
maX{ Cq(T+P7p)7€q(T+P>p)a
CP(T+ Pp)—el(T+Pp)} (28)
UNT+ P,p) =
I’l’lln{ C(I(T+Pap)+€q(T+P>p)a
CH(T+Pp)+el(T+Pp} (29

The intersection of the extrapolated and calculated clock
readings allows us to improve the clock reading errors, as
it is only possible to narrow the error values e,(T + P, p)
obtained by remote clock reading method.

Extending the above calculations to readings of all pro-
cesses by the process p in the synchronization round ¢ + 1,
we obtain a new set of clock readings and accompanying
reading errors. This, in turn, allows us to use the extrapo-
lated values as the input to the convergence functions.

We also evaluated convergence functions cfnyo() and
cfny () (see Section 4) together with the extrapolated and
intersected clock readings and errors. We refer to this appli-
cations of the two convergence functions as cfny () and
CfIlVl 1 () .
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‘

Figure 2. Clock synchronization algorithm imple-
mentation

6 Algorithm Overview

Figure 2 shows the internal clock synchronization
algorithm as executed by the process p. Process
p receives messages with time stamps via an upcall
onReceiveMessage (). Upon reception of a mes-
sage, process p calculates the remote clock reading value
C.(T,p) and remote clock reading error ¢, (7T, p) for that
message (z denotes the process sending the message).
Subsequently, process p replaces the intersection/extrap-
olation value pair cl/ E(T, p) and et/ E(T7 p) with its
intersection with the just calculated remote clock read-
ing value pair C,(T,p) and £,(T,p). The calculation
of the convergence function value cfny,() and the ac-
companying local maximum clock synchronization error
E,(T) is triggered by an asynchronous call at time T to
the onSynchronizeClocks () method, which itself is
a marker for the beginning of the new synchronization
round. The onSynchronizeClocks () method uses
the stored intersection/extrapolation value pair C’i/ E(T, D)
and £/ E(T,p) to calculate and return the ¢fny,() and
Evy,.() values. Subsequently, the algorithm invalidates

the intersection/extrapolation value pair C’i/ E(T7 p) and

et/ E(T, p) by overwriting it with its own extrapolation for
the new synchronization round.

7 Evaluation

For evaluation purposes, we have developed and sim-
ulated a hard real-time distributed system using TDMA
schedule to drive the communication over a half-duplex
10Mbit/s Ethernet shared bus. The simulation has been per-
formed with the aid of the OMNeT++ discrete event simu-
lation system [20] with the INET Framework.
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Our choice of the simulation is motivated by the fact
that certain measurements, e.g., the global observer view,
can only be performed in the simulation environment. We
have simulated four hosts, placed in a row with 10 me-
ters distance between successive hosts. The signal propa-
gation speed was set to 200 km/s. In order to mimic the
behavior of real-life hardware clocks we have conducted a
number of experiments on the PlanetLab to obtain the drift
rate characteristics of the hardware clocks of modern com-
puters [14]. These observations allow us to implement the
hardware clock in the simulation environment in such a way
as to mimic the behavior of the changing drift rates of real-
world hardware clocks. For all experiments, we have as-
sumed the upper bound on the simulated hardware clock
drift rate to be equal to 80 ppm.

Figure 3 shows the global observer view of the impre-
cision of the clock synchronization algorithm when using
cfny () and cfny () convergence functions. The global ob-
server view of the imprecision is measured as the maximum
distance between the global views of the software clocks of
all processes at the given real-time instance. The presented
graph shows the imprecision for the three varying omission
probabilities: 0%, 1% and 25%.

The difference in the imprecision between the cfny ()
and cfny () convergence function can be explained with
the help of Figure 4. We can observe that the A exten-
sion results in a channel of about 5015 between the software
clocks. This behavior is caused by the local process forming
both the lower and upper bounds: Ly, and Uy ; (see Equa-
tions 22 and 23). The local process can form both bounds
as the reading error of its local software clock is by defini-
tion equal to zero and hence, the A extension value is, in
the case, greater than of the other processes. Only when the
clocks drift apart sufficiently far such that another clock de-
termines one of the bounds, the clocks can converge closer

h(;le > hostb =

hostA —+ ‘hostB ¢

clock time - real-time [ps]
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real-time [s]

Figure 4. Clock time minus real-time for cfny ()
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Figure 5. Clock synchronization imprecision (with
extrapolation and intersection)

Figure 5 shows the analogous global view of the impre-
cision of the clock synchronization algorithm for cfny¢ 1 ()
and cfnyq 1 () convergence functions. We can observe that
the extrapolation and intersection techniques do not signif-
icantly influence the imprecision when compared with the
original convergence functions (see Figure 3). The explana-
tion for that fact is demonstrated on Figure 6 which shows
the mean improvement in % of the intersected readings over
the non-intersected readings. The mean is calculated from
the beginning of the run up to the current position.

The improvement is calculated as one minus the ra-
tio of the length of interval [C] —el Cl+el] and
the smaller of the two intervals: [C), —¢,, C}, +¢p] or
[CE —ef, CF +&fl] (see Section 5). The difference in
improvement for the host D and host A in the 1% omis-
sions case can be explained by the fact that host D has been
defined with lower transmission delays (on average three
times) than host A and thus it is unlikely that the extrapo-
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We can observe that the real synchronization error is vi-
olated whenever a process is not able to read at least one of
the remote clocks. In such cases the values of Mp (T') and
M »(T) (see Equations 17 and 18) are assigned the logical
values of infinity, because a given process is not able to ob-
tain the values of the remote clock readings and accompa-
nying remote clock reading errors. The resulting maximum
synchronisation error (see Equation 15) is thus also equal to
infinity.

Figure 8 shows how the clock readings extrapolation
copes with the above problem. Extrapolation of the old
readings allows us to mask the transient remote clock read-
ing failures and provides us with a correct bound on the
maximum local clock synchronization error (see Equa-

extrapolation) — cfny ()

lated reading error is smaller than the reading error from the
current round. Analogously, for the 25% omissions cases
it is less likely that the current reading error is lower than
the extrapolated one, as it is often not possible to obtain a
reading at all. Therefore, in such cases, the calculated im-
provement is lower.

The motivation for the clock readings extrapolation is
presented in Figure 7. It shows a comparison between the
maximum local synchronization error E,(T") (see Equa-
tion 15) calculated by one of the processes and the real clock
synchronization error as perceived by the global observer.
The real clock synchronization error describes the global
observer view of the distance between the local clock and
the midpoint of the values of software clocks of all pro-
cesses. Figure 7 shows the local synchronization error as
calculated by one of the processes using the cfny () con-
vergence function with a 25% probability of omissions.

tion 15).
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Figure 9. Clock time minus real-time and remote
clock readings for two processes suffering omis-
sion failures — cfny ¢ 1()



We have also simulated a case when two processes (host
A and host D) in the system suffer a permanent asymmetric
omission failure in that they do not receive any messages
from other processes, however are able to send messages
themselves. We have simulated the omissions to be trig-
gered when 5 real-time seconds elapse. Figure 9 shows the
difference between the software clock time and real-time of
all four processes. Moreover, we can see the local view of
the software clocks of the processes suffering the omission
failure as perceived by the correct processes (host B and
host C'). We can observe that both hosts B and C' calculate
the correct midpoint with respect to their readings of the
hosts A (Cx(T, B/C)) and D (Cp(T, B/C)). Moreover,
we can see that the remote clock readings divert from the
correct software clock values (clock time — host A/D ; this
is caused by to the aging of the helper messages used by
the remote clock reading method). Note that the member-
ship protocol will eventually remove A and B because they
suffer permanent omission failures.

120 T =
host A —H—
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Figure 10. Maximum local synchronization error
for two processes suffering omission failures —
cfnyo,1()

For the above run, we have also plotted the maximum lo-
cal synchronization error — see Figure 10. We can observe
that the maximum local synchronization error of processes
A and D is quickly rising — as they are unable to read any
remote clock and have to extrapolate the old clock readings.
Simultaneously, the maximum clock synchronization error
of the correct processes rises only as they drift away from
the correct midpoint due to the influence of the clocks suf-
fering the asymmetric omission failures.

Figure 11 shows the run from the Figure 10 with the
membership protocol [8] enabled. We can observe that the
hosts suffering omission failures (A and D) are excluded by
the membership service when they drift too far apart from
the correct clocks. Simultaneously, we can observe that the
correct clocks (host C and D) maintain low maximum local
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=)
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Figure 11. Maximum local synchronization error vs
real synchronization error for two processes suf-
fering omission failures — cfny 1 ()

synchronization error, which tightly reflects the changes in
the real synchronization error. After the membership proto-
col excludes the faulty processes both local and real maxi-
mum synchronization errors return to the stable state from
before the omissions occurrence.

120 T T T
host A - max. sync. error —H—
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100 b / host B - max. sync. error —— |
host B - real sync. error —@—
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error [[s]
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real-time [s]

Figure 12. Local maximum clock synchronization

error vs the real clock synchronization error (host

A crashes) - cfny 1 ()

To test the correctness of the membership protocol we
have plotted the maximum local synchronization error and
the real synchronization error for cfny ; () when one of the
processes (host A) crashes (see Figure 12). We can observe
that the calculated local maximum synchronization error in-
creases after the crash of the host A until the crashed host A
is finally excluded from the reading set. Simultaneously, we
can observe that the maximum local synchronization error
is never lower than the real synchronization error.



8 Summary

In future, we will have to build critical systems for which
it will be very difficult to assume that the underlying system
behaves like a synchronous system. For example, we will
need to support wireless communication links, commer-
cial off-the-shelf components without guaranteed response
times and applications that dynamically change their pro-
cessor and network load.

We have introduced the specification of adaptive clock
synchronization which permits implementations to cope
with potentially unbounded number of message delays and
process failures. Specifically, we have proposed a clock
synchronization algorithm which allows every process to
calculate a local view of the maximum synchronization er-
ror E,(T) which defines an upper bound on the deviation
of the local clock from the correct clocks in the system.

The local maximum synchronization error E,(T) can be
used by the higher level applications or systems to adapt
their behavior to the potential faults occurring at (or be-
low) the clock synchronization level. Specifically, we have
shown how the maximum clock synchronization error can
be used to locally detect the growing imprecision.

We believe that the new specification of the clock syn-
chronization algorithm allows for construction of safer sys-
tems. Systems using the adaptive clock synchronization al-
gorithm as an underlying layer, will no longer be exposed to
the clock synchronization layer crashes whenever the strong
clock synchronization algorithm assumptions are violated.
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